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Services provided by shared services centres should be treated as personal data processing, 

especially where shared IT systems are put in place within a corporate group, that contain personal 

data of employees, candidates, and contractors of particular group members in different countries. 

This has an impact on a number of obligations resulting from the GDPR, such as the obligation to 

maintain a record of data processing activities and the information duty. Many corporate groups have 

still not taken critical organizational steps in this regard. 

 

 

 
Dear Readers, 
 
this issue of PRO HR is entirely dedicated to the matter of employee personal data 
protection, especially in the context of new regulations and obligations arising from 
the GDPR and the related changes proposed to Polish legislation. 
 
You will learn in particular about changes to the list of information categories that 
an employer may request from an employee and a candidate; whether any data, 
and if so, what data may be processed upon an employee’s consent, what forms 
of monitoring and control of employees may be used, and what requirements must 
be met in this respect. 
 
We also highlight steps that are advisable in connection with the GDPR’s entry 
into force, with a special focus on shared services centres, and discuss what may 
be the consequences if you are in breach of the new provisions. 

  
Enjoy your reading! 

Dominika Dörre-Kolasa, PhD, legal advisor 
 

Processing employee personal data in shared services centres and within a group of 
undertakings  

I recommend a thorough analysis of personal data processing on the level of any corporate group 

in which centralized data processing is in place, especially in respect of the data of candidates and 

employees. Such an analysis should be carried out in particular with a view to properly define the 

roles of entities involved in data processing, and hence their duties and responsibility. 

http://www.raczkowski.eu/
http://www.iuslaboris.com/
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At present, consent may be the basis for the processing of both regular and 

sensitive personal data. Nevertheless, the possibility of processing 

employee data solely on that basis remains controversial. One point 

frequently raised in the discussion is that an employer, as a party that is 

stronger in the relationship of employment, may easily force employees into 

consent, and such consent, which is not given voluntarily, is ineffective. 

Proposed changes to the Labour Code make it clear that it is legal for an 

employer to process personal data (other than those listed in the specific 

provisions of law) on the basis of consent given by an employee or a 

candidate. 

 
 

 
 
 

 
GDPR – new rules of 
processing personal data of 
candidates and employees – 
business  
December, 7 2017, Cracow 
 
We would like to invite you to our 
business breakfast dedicated to a  
discussion on new regulations in 
the field of candidate and 
employee personal data 
protection.  

• what data may be required 
by the employer from the 
candidates and 
employees?  

• will consent be an 
admissible basis for 
processing personal data 
of the employees?  

• what will be the role of HR 
in the implementation of 
the GDPR?  

• monitoring of employees 
and collection of biometric 
data – will it be admissible 
and under what 
conditions? 
 

The meeting will be hosted by 
Dominika Dörre-Kolasa, legal 
advisor, PhD. 
 
The breakfast will take place on 
December, 7 2017 (Thursday) 
from 10:00 AM to 12:00 AM, in 
Park Inn by Radisson, ul. Monte 
Cassino 2, 30-337 Cracow. 
 
 

 

 

 

 

 

 

 

Please send questions and 
submissions to:  
prohrevents@raczkowski.eu 

 
 
 
 
WYDARZENIA 

This is of particular importance in large organizations with a complex 

structure, which obviously need more time to prepare and implement 

the relevant processes. We do not mean to raise concerns over severe 

financial sanctions, but our aim is primarily to help you bring your 

personal data processing standards in line with the GDPR 

requirements, which will allow you to strengthen your market position. 

 

Employee consent as the basis for data processing 

I do not agree with the view that employee 

consent cannot be voluntary by definition. The 

Labour Code itself allows the use of employee 

consent. For example, employee consent is 

required for deduction of dues from the 

employee’s salary. Consent is also required 

from a pregnant employee to work in specific 

working time systems and to be posted outside 

of her regular place of work. It must not be 

assumed that in all of the above cases consent 

is forced by the employer. The proposed 

amendment clearly indicates employee 

consent as the basis for the processing of the 

employee’s personal data, provided that such 

data refer to the employment relationship. This 

is a change in a good direction and it may be 

expected that if it enters into force consent will 

be the basis for employers to process the data 

of employees or candidates much more often 

than now. 

Edyta 
Jagiełło, 
legal advisor   

http://www.raczkowski.eu/
http://www.iuslaboris.com/
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New list of data categories that may be requested by an employer 
 
 At present, an employer may request from candidates data such as: first name(s) and surname, first 

names of parents, date of birth, place of residence (mailing address), education and previous work 

experience. After the amendment, an employer will be allowed to request in addition an e-mail address or 

a phone number. An employer will also be allowed to request other data from an employee, including 

personal data of children and other members of immediate family if providing such data is necessary 

because of certain specific entitlements stipulated by labour law.  

 
Monitoring of employees: a new approach 
 
The GDPR does not refer directly to the issue of monitoring of employees. However, Member 

States are given discretion to decide whether or not to introduce detailed regulations in this regard. 

A legislative bill has been proposed to amend the Labour Code, which provides, among others, for 

regulating the use of video surveillance at the work place. 

The proposed amendment allows for the possibility of requesting an e-

mail address or a phone number from an employee. You will have to 

decide if you prefer a candidate’s e-mail address or their phone 

number, unless the candidate gives both of them voluntarily. Please 

note that you may not use the correspondence address, e-mail 

address and phone number you received from candidates after you 

have employed them, unless the candidates agree. 

Notwithstanding the above, the new regulations allow the processing 

of a wide range of data excluding the data expressly listed. The 

condition is that such data must refer to the employment relationship 

and that you have been given consent of an employee or candidate for 

the processing of such data, in paper or electronic form. The same 

applies to biometric data, which may also be processed upon consent 

of the data subject, but only in the case of employees, not candidates. 

At the same time, the proposed changes provide for explicit exclusions.  

Information about addictions, health, sex life or sexual orientation of an 

employee or a candidate may not be processed by an employer even 

upon consent. Acquisition and processing of these specific categories 

of data will only be possible in cases where the requirement to provide 

the data results from separate provisions or where it is necessary in 

order for an employer to meet an obligation resulting from provisions 

of law. 

Marta Zalewska, 
trainee advocate 

In reality, it may be difficult to say clearly which data refer to the employment relationship, and 

consequently what is the admissible scope of data processing on the basis of employee consent. In 

practice, this will be decided on a case-by-case basis. At the same time, no negative consequences for 

an employee or a candidate may result from the lack of consent, in particular, this may not be a reason 

for refusal to hire or a reason for termination of employment contract. 

http://www.raczkowski.eu/
http://www.iuslaboris.com/
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Limited criminal liability, higher administrative fines 
 
The legislative bill aiming to implement the GDPR significantly limits criminal liability for breaches 

of personal data protection rules. On the other hand, a breach of obligations resulting from the 

GDPR will be subject to severe administrative fines in a number of cases. These may be imposed 

on individuals and business entities. 

 

Paulina Szymczak–
Kamińska, trainee 
advocate 

In the current legal setting, the issue of monitoring at the work place is not 

regulated. This does not mean, however, that no such monitoring may be 

used. You may use monitoring after you have met a few conditions such as 

clarifying the purpose of monitoring; ensuring that the applied measures are 

proportionate to the intended purpose, and informing employees about the 

use of monitoring. In this regard, there are no limitations as to the purpose of 

monitoring. It only has to be proportionate to that purpose. This may change 

if the new provisions come into force. Video surveillance is to be allowed only 

where its purpose is to ensure security of employees, protection of property, 

or confidentiality of information, disclosure of which could cause damage to 

the employer. Such monitoring may consist in special surveillance of the work 

place or the area around the place of employment, in the form of technical 

measures that enable video recording. The condition for using monitoring is 

to inform employees about the monitoring at least 14 days in advance. 

Monitoring of employees is not just about video surveillance, but it also covers 

other forms of control, such as looking at e-mails and the content of the 

computer, recording conversations or using GPS devices. The use of these 

forms remains unclear under the proposed provisions, which are limited to 

video surveillance only. Are such forms admissible then? Yes, because they 

are not excluded by any provision. This means that you may use them if you 

meet the same conditions as required at present, and as already listed above 

by my colleague. What is more, in this case there will be no limitations as to 

the purpose of the control. Of course, apart from the requirement of 

proportionality which applies to all forms of control. Let me just add, that since 

this is not regulated by a legal act, any form of control must be provided for 

in the company’s internal regulations. The right document for that is the Work 

Regulations, since these issues concern the order and organization during 

work. Additionally, it has to be mentioned that a huge part as regards the 

matter discussed will be played by the guidelines of the article 29 workgroup 

which took an initial position in June 2017 regarding the processing of 

personal data in connection with using electronic surveillance systems at 

work and monitoring employee’s activity with help of GPS systems (WP 249). 

Robert Stępień, 
legal advisor 

http://www.raczkowski.eu/
http://www.iuslaboris.com/
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The legislative bill provides for two criminal law provisions. One of 

them defines a petty offence, and the other a crime. The petty offence, 

which is subject to a fine up to PLN 5,000, consists in preventing or 

obstructing inspection of compliance with personal data protection 

rules. On the other hand, the crime will be committed by anyone who 

processes sensitive data without any legal basis, i.e. data revealing 

racial or ethnic origin, political opinions, religious or philosophical 

beliefs or trade union memberships, genetic data, biometric data or 

data concerning health, sex life or sexual orientation. In addition, the 

bill, by means of direct reference to the provisions of GDPR, provides 

for administrative fines that are to be applied on terms and in the 

amount foreseen by the European legislator. They are very severe – 

for non-compliance with the GDPR, the President of the Personal Data 

Protection Office [PL: Prezes Urzędu Ochrony Danych Osobowych] 

will be able to impose, by administrative decision, a fine of up to EUR 

10,000,000, and in respect of business entities – of up to 2% of their 

total worldwide annual turnover of the preceding financial year, 

whichever is higher. 

Such a fine may be imposed on anyone who fails to meet their 

obligations as data controller or processor, certification body or 

monitoring body. An even more severe fine, of up to EUR 20,000,000 

or up to 4% of worldwide annual turnover, may be imposed on anyone 

who processes personal data in breach of fundamental rules of the 

GDPR (including the processing of data without the consent of their 

owner). The same fine applies to an entity that violates the rights of 

data subjects whose personal data are processed and an entity that 

fails to comply with an order imposing a limitation on processing or the 

suspension of data flows. It has to be underlined that in reality the 

catalogue of ‘criminal offences’ is much wider and significantly 

exceeds those mentioned in this article. 

 

Damian 
Tokarczyk, 
PhD, advocate 
 

http://www.raczkowski.eu/
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